Cyber-attacks, cyber-risks and cyber-crime in telecommunication networks
Each technology has an intrinsic risk and is carrying criminal potentialities. Information and Communication Technologies offer opportunities for compromising information, system, infrastructure, process, organizations, individuals and nation. 

Telecommunication networks as Internet propose a favorable ground to crime realization. Old crimes as frauds, trickery, corruption, money laundering, economical crime, swindles or information manipulation, for examples, can be realized in efficient ways trough the cyberspace (at distance, trough the network and hidden behind a screen). Criminal acts are carried out under exceptional conditions (minimal risks, important cover, and maximum profitability). New crimes can be developed from technologies opportunities, characteristics and vulnerabilities (telecommunication phreaking, information theft, resources highjacking, integrity, availability and confidentiality resources threats, etc, services interruptions, critical infrastructures attaints that provoke dysfunctions and destabilize organizations and the states.   
Associated to technological, organizational and management vulnerabilities and complexity, associated to an effective dependency upon ICT technologies our dependencies, associated to the interdependence of infrastructures, risks and IT insecurity is a reality that cannot be ignored any longer. In this context, it is mandatory to approach the cyber-risks and cyber-crime problem generated by the extensive use of Internet in a conceptual, formal and trans-disciplinary approach.

The topics of are (but not limited):
· Network and infrastructure vulnerabilities

· System and network threats and attacks,

· Cyber-risks and network insecurity

· Availability in wired and wireless networks
· Privacy in wired and wireless networks

· Tools to reduce network insecurity (cryptography, identity management, certification, access control, computer forensics, modeling, etc.)
· Ensuring the integrity of data and equipment in wired and wireless networks

· Authenticating messages and users in wired and wireless networks
· Digital trace and authentication
· Proof of origin and receipt in wired and wireless networks

· Security requirements and certification in wired and wireless networks

· Intrusion detection and prevention in wired and wireless networks
· Anonymity in wired and wireless networks

· Cyber-crime metrics in wired and wireless networks
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